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Discover & Audit User Guide

Introduction

Lync Software has developed a range of network management and security solutions that extend
your security reach to mobile devices. LyncRMS delivers an integrated removable media security
solution. There are two modules:

LyncRMS — Discover & Audit
Audit all hardware and file transactional details of connecting devices

LyncRMS Device & File Security
Create policy rules regarding access to devices and file types, also implement file encryption to
removable device and file shadowing.

LyncRMS is a compact Windows client based security solution, which controls access to different
types of removable media devices and logs all files transfers that take place between a removable
device and a PC.

LyncRMS has been designed to operate on computers running Windows XP and Windows 2000.

This document covers the use of the Management Console for Discover & Audit and Device & File
Policy (including File Encryption)

LyncRMS Discover & Audit

On detecting a device, LyncRMS captures the connection date time, together with details of the
storage device. When a file is subsequently transferred to/from the device, the details of the file and
device are logged and this information is made available through the LyncRMS Management
Console.

If a device is connected, with no subsequent file operation, then no logging is performed. Similarly,
if a user attempts to connect a device and is blocked, no record of the attempt is logged to the
database.

When the client is not able to make a connection with the server, eg in the case of a laptop working
outside of the corporate network, LyncRMS will capture details of all file transfers and then update
the server database when a network connection is re-established.

The primary purpose of LyncRMS is to identify, log and restrict files that users try to move from
within the enterprise network to a removable device.

LyncRMS Management Console Version 4.0

The LyncRMS Management Console is the graphical interface that displays the audit trail of all
activities associated with removable media devices that connect to the network or local PC, together
with a Status tab containing details of LyncRMS installations and licensing status.
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Management Console

The console contains three tabs:

Audit

History - Displays a hierarchical tree view of users who have connected removable media devices to
the network or local PC and the associated activities

Reports — provides a set of built-in reports.

Policy

Details on how to implement rules and policies are provided later in this document.

Status

The console has been designed to interface with Active Directory and this tab will display details of all
computers in the Domain(s) and indicate whether LyncRMS has been installed, version # installed,
together with details of the license status for each computer.

Computer license status can be ;

Unlicensed — The computer will be running in ‘off-line’ mode, where details of device connections
with associated file transfers will be logged to a local database stored on the computer. Details of
these ‘transactions’ will not be displayed in the history tree in the data tab, until the license is
upgraded to Audit or Security. Following the license upgrade, all the local database ‘transactions’ will
be automatically uploaded to the server database.

RMS Audit — Details of device connections with associated file transfers will be logged to the
database and displayed in the history tree. If any rules have been applied at a domain, group, user or
device level, they will not be applied unless the user has logged onto a computer which is licensed for
Security.

MDA Audit — Details of PDA/MDA connections and a snapshot of the files existing on the removable
device will be recorded on device connection. Rules defined and Auditing of the PDA/MDA file
transfers would only be applied when the license for MDA Audit has been installed.

RMS Security — All rules have been applied at a domain, group, user or device level will be applied
to the logged-on user. Also, if Shadowing has been enabled via the Policy tab, then it will be applied.

RMS Security & RMS Encryption — All rules which involve encryption being enforced are only
applied to a user who has logged onto a computer that is licensed for Security & Encryption.
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Management Console

Installation

LyncRMS_Console.msi will install the Console on a local computer.

Note, the console has been configured to read data from the database that was configured during the
initial install process. If the database is subsequently moved, or another database has to be added,
this has to be done manually thru the Startup dialog window, using the Edit button to display the
Database registration window. This feature allows the application to use multiple databases thru large
networks.

[ LyncRMS Console Start Dialog

D atabase:
;L_I,Inc:HMS on LYMC-DE ol

| ea. || Ea || s

Console Startup Dialog Window

Database Registration

Mew Database Reaistration

Add Databaze Regigtration ]

Registered Databazes
LynchAMS on LYMNC-DE

E=ns

Database Registration Window
The Console requires .NET Framework Version 2.0 (22 MB) to be installed on the host computer
This can be downloaded from the Microsoft website at

http://www.microsoft.com/downloads/details.aspx?FamilyID=0856eacb-4362-4b0d-8edd-
aab15c5e04f5&DisplayLang=en
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Management Console

How to use the Management Console

If the error “Login failed for user lyncadmin”is displayed when the console starts up, it is possible the
SQL Server that is hosting the database has its authentication set to Windows Only, however it will
require SQL Server & Windows (ie mixed mode) for LyncRMS to function correctly.

Use a valid Windows login to connect to SQL Server, then change the security authentication mode in
SQL Server to SQL Server and Windows. To do this, follow these steps:

1.
2.

3.

Start Enterprise Manager.

Expand Microsoft SQL Servers, and then expand SQL Server Group.

Right-click the server that you want to change to SQL Server and Windows authentication, and
then click Properties.

In the SQL Server Properties dialog box, click the Security tab, click SQL Server and Windows, and
then click OK.

When you are prompted to re-start the SQL Server service, click Yes.
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Management Console

Audit Tab -> Selecting Date Range

There are two methods of displaying data in the console in both the audit and reporting tabs:

Date range - Enter a from and to date range

Predetermined period - Select the period from a drop down list (e.g. Yesterday, Today etc)

The history tree can also be filtered further by entering a User name into the Filter by User text box.

To generate a User report displaying details of all activity for the selected period, right-click on the

User name in the tree and select Generate User Report.

A report will be opened in a separate window. Further information regarding reports is described later

in this document.

Navigating The Hierarchical Tree

The console has a collapsible tree display. Double click on the user name to expand the tree to
provide additional details about devices and associated file transfers. Select one of the items on the

collapsed nodes to show the details in the display window.

LyncRMS 4.0 - [Connected to Database LyncREMS on LYNC-DE]

[14/5eptemberr2o07 |

(%) Date range from:

| 117 October /2007

v‘ O o |

Filter by user:

User Data Walue

Uszer LYMCS0FT'wWARErobligado
Compary Mame

Email

Owner Mame

Telephone

By expanding the User name, the tree will display details of all removable devices, which have been

used to transfer files.

The tree displays details of the device, together with date/time of connection and disconnection.

LyncRMS 4.0 - [Connected to Database LyncEMS on LYNC-DB]

a

3t

4 30/08/2007 12205:31 PM
3040842007 1:15:43 PM
2 304082007 3:14:43 PM
7 30/08/2007 4:04:27 PM
¢ 30/08/2007 4:38:56 PM
2

1 ANAINNT 07020 Akd

¥

F

e T

AR L

H- {2

@ Daterangsfrom [ 3/ June /2007 v | [11/ October /2007w | Oor | ~ [ ok Filter by user:
History | FFDort;|
i & %_S_torage Drevice History ~ | Mame Value
= [i3 29/08/2007 40834 PM HostFC LYNCRO
. LSE BusType LISE
= @ Diive Detail: DeviceType LISE Storage Devices
: A I0MEGA UMnil128MB*I0M2H4 USE Device [E1) DeviceName LISE Mass Storage Device
&~} Files DevicelD USBYWid_41465Fid_21688Rev_0200
H o ; Devicelategory PMP Storage
N
"'{ 20B/2U07 4 2 2_5 R TimeD evicelnsertad 29/08/2007 4:08:34 PM
i 30408/2007 1059 03 At || TimeDeviceRiemoved  23/08/2007 417:20 FM
¢4 30/08/2007 12:04:25 PM

HumberOiDrives 1
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Management Console

By expanding the file nodes, the display window will show the list of files transferred, that can be
sorted by clicking on the applicable column heading.

History | Rreports |

1] LYNCSOFTWARE vobligado A Stats
B g Storage Device History Bllowed
{7 29/08/2007 4:08:34 PM Allowed

j |ISE Mass Storage Device Elocked

|- @ Drive Detaiks Blacked

5 i Allowed

i Allowed

= LYNCSOFTWARE_Administrat

5 LYNCSOFTWARE _robligads_:

PageLapout.cs

i + LyncRMS_Encrpption.sls

55 2007 Sea & Vines Brochure Ins

4 20075 edinesBrochurelnsideF
el PANARNNT 47797 P

File records are colour coded to see ‘at a glance’ which ones have been blocked by policies.

Hiztory | H‘?F'D_'_t_s

=81 Storage Device History
Eld 29/08/2007 4:08:34 P

;j LISE Maz=z Storage Device

_i Drrive Dretails

¢ Files
5 LYMCSOFTwWARE_Administrat
5 LYNCSOFTWARE_robligada_:
: Pagelayout.cs
=i LyncRMS_Enciyption. <ls

¢ 20075 eavinesBrochurelnsider
29/08/2007 4:22:25 PM
30/08/2007 10:59:03 Ak
30/08/2007 12:04:25 P
30/08/2007 12:05:31 PM

A
L
A
S
2
L
A
2

Select an individual file to display the file attributes and additional details of the file transferred

=l LYNCSOFTWARE Yiobligado A |

Fileh ame
LYNCSOFT'wWaRE_fLdministratar_20070824.exe
LYNCSOFTWwWARE _iobligada_20070803.exe
Pagelayout.ca
LyncRMS_Encruption s
2007 Sea & Vines Brochure [nside FIMAL low,pdf
20075 eavinesBrochurelnsideFIMAL pdf

M arme:

Filetame
Application
OperationType
StartFileOperationTime
E ndFile perationTime
FileT ype
SourceDevice
SourcePath
DestinationDevice
DestinationPath
CreationT ime
LasticocessTime
Lastw/riteTime
FileSize

MDA

Title

Subject

Application
explorerexe
explorerexe
explorer.exe
explorerexe
explorerexe
explorer.exe

OperationT vpe
-\Windows Ewplorer  Evecuted on Removable
-Windows Explorer  Ewecuted on Removable
-Windows Explorer  Copy Metwark to Removable Device
-\Windaws Explarer  Copy Metwork to Remavable Device
-Windows Explorer — Copy Metwork to Remavable Device
-Windows Explorer  Copy Metwark to Removable Device

Walue

2007 Sea & Vines Brochure Inside FINAL low....

explorer.exe - Windows E zplorer
Copy Mebwark to Removable Device
29/08/2007 4:11:21 P
29/08/2007 4:11:22 P

Adobe PDF

Metwark, - Whlpnc-zy

Shlync-svirobligadoh 2007 Sea & Vines Brochu...

I1O0MEGA Ubdnil 28MB*I0M2HA USE Device

E:%2007 Sea & Wines Brochure Inside FINAL 1.

29/08/2007 411:21 P
29/08/2007 12:00:00 AM
16/05/2007 1:00:46 P
121 KB

StartFile!
25/08/2(
25/08/2(
25/08/2(
25/08/2(
25/08/2(
25/08/2(
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Management Console—Reports

Reports

The LyncRMS Management Console also provides a suite of built-in reports to enable an administrator
to generate removable device usage based on Users, File Types and Device Types.

The console displays a dashboard type report showing :
o Top 10 Users (by number of devices connected)
. Top 5 File Types transferred

. Top 5 Device Types connected or detected

This Dashboard Report can also be printed by clicking on Preview Dashboard Report button.

To generate a specific report, ‘right click’ on a User or within a section in one of
the graphs and click ‘Show Details’

A
Top10Users: \ File Transfers:
Lsers /"Devices Connected | File: Activity / \ |
LYMCSOFT'wWARE rbird 50 198 350 350
LYHCSOFTWARE \hvo 43 104 300 4 1 30
LyMCSOFTWARE Sjsmi 14 100
LyMCSOFTWARENAdministrator 18 30 280 +—— —+ 250
LyMCSOFTWARE Ndzerk, 5
LYMCSOFTWARE \fflinstane 3 200 +—— -+ 200 M Files To Devices
LYNCSOF T ARE Smlatham 3 ; :
4 £ Files From D

LYNCSOFTWARE Skyekby 2 150 150 tes From Dewices
LyMCSOFTWARE Stnguyen 1 100 4 1100
LYMCSOFTWARE \jhoward 1

50 - -+ 50

0~ r 0

Preview Dashboard Repart

Top5File Types: Top5hDevicd Types:

100 - 100
90 4 - a0
a0 - r &0
70 r 7o W TextFie W USE Device
60 r &0 MPEG CO/DWD-ROM Drive
50 4 r 50 B windows Executable B iFod Device
40 4 L 40 htrn Floppy Disk Drive
a0 4 L a0 B oL B Bluetaoth
20 4 + 20
10 + - 10
0+ 0

The entered date range generates data for both the History tree and built-in reports.

User Report

To generate a report for a specific user, enter the date range and the user name in the Filter by User
text box, then click OK button. Next right click on the User name in the History tree and select
Generate User Report.
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Management Console—Reports

Mobile Device Network Activity
LYNCSOFTWARE\rbird

For Period 27 November 2006 to 28 November 2006

Connection Time 27/11/2006 1:28:02 PM

Disconnection Time

Device USB Mass Storage Device

File Name Action Source Device Destination Device File Transfer Date

mydata.xls Copy Local to Removable Device Local - C: SanDisk Cruzer Mini USB Device 27/11/2006 1:29:13 PM

Source C:\Documents and Settings\rbird LYNCSOFTWARE\My Documents\mydata xls

Destination J\mydata.xls

File Name Action Source Device Destination Device File Transfer Date

LyncRMS.zip Copy Removable Device to Local SanDisk Cruzer Mini USB Device Local - C: 27/11/2006 3:28:59 PM

Source J\LyncRMS\LyncRMS, zip

Destination C:\Documnents and Settings'rbird LYNCSOFTWARE! Desktop|LyncRMS zip

File Name Action Source Device Destination Device File Transfer Date

LyncMDA.mdb Copy Network to Removable Device Network - \\Lync-sv SanDisk Cruzer Mini USB Deviea 27/11/2006 3:30:15 PM
Software\Richard Files\LyncMDA,mdb

Source WLync-sviLync Business Files\

Action Source Device Destination Device File Transfer Date
InvoiceChanges.mdb Copy Removable Device to Network jisk Cruzer Mini USB Device Network - \\Lync-sv 27/11/2006 3:31:11 PM
Source J:\Richard Files\Invoice System\InvoiceChanges. mdb

Destination Lync-sviLync Business Files\Lyne Software\Richard Files\InvoiceChanges. mdb
| File Transfers: 4

Total File Tramsfers._4
File Name \ Action
InvoiceChanges.mdb Copy Removable Device to Network

Source 1:\Richard Fles\Invoice System\InvoiceChanges, mdb
Destination WLync-sviLync Business Files\Lync Software\Richard Files\InvoiceChanges.md

Report contains full details of the *file transaction’.

The report can be converted to different formats for emailing or converted into an Excel spreadsheet
for further analysis, by clicking on this icon

AT f
@-é:_n\ The report can be

Exported to Microsoft Excel,

E--1Expu:urt Rep;:urth LConver'ted to a PDF file, or

Converted to Microsoft
Word

Page 10



Status & Licensing

Status & Licensing

This tab displays details of the status of LyncRMS installations and numbers of licenses purchased and
available for install.

[ LyncRMS 4.0 - [Connected to Database LyncRMS on LYNC-DE]

Summary MDA Audit RMSAudt  RMSSecuriy RMS Encryption
CorsolaVersion He: | 4000 | Losnea Limit 5| Cw ] [wm] [w ] Mol it Soiteiate Rasoliors
icences Uss: 1 T 1

AMS Client Installationss: | % ]

I Import Licence Key. ]

Total Computers Licenced: | 3 |

RMS Auto Licence State|  Install Date Uninstall Date

Cliert Wersion | MDA Licenced | RMS Licences RMS Licence Mode
Mot Licenced Disabled

Client Installe

BOEING

|
Not Licenced Disabled ‘
|

] L
I3 Workstations Disabled

) Matebooks
I Servers
{7 Computers

|KYM_DELL_ %300
LAURERT
LYNC-DB

Disabled

Disabled

Disabled

Disabled

Disabled |

Mot Licenced Disabled

Not Licenced Disabled |
1
|

LYNC-DZ
LYMC-HY
LYNC-HY_DB20
LYNC
LYNCKE
LYNC-LAPTOP
L¥YNC-L)
L¥YNC-FD
L¥YNC-RB
LYNC-AL
LYNC-RO
LYNC-TEST
LYNC-TN
‘NAHUTD
TABPCHL
TESTAW2K
TESTWXP1

=
r

-

r

-

-

-

-

-

r

L] Mt Licenced Disabled
J | Mot Licenced Disabled

r Mot Licenced Disabled

= Disabled

L Disabled

i Disabled 28/03/2007 210
Il Disabled |
I Disabled |
L] Mot Licenced Disabled |
I Hot Licenced Disabled |
o Not Licenced Disabled

L Mot Licenced Disabled

4000

.o e e o

Licensing Principles

LyncRMS is licensed through a purchase of a license key, which is imported either at the time of initial
installation (see LyncRMS Installation Guide for details), or using the Import License Key button on
this screen.

There is no limit to the number of computers that LyncRMS can be installed on, however the full
audit/security functionality will not be enabled until the client computer is licensed. Licensing takes
place either automatically, when LyncRMS is installed on the client computer, or are manually licensed
either by selecting individual computers, or by selecting a Group from the tree.

Note—Automatic Licensing is turned on by default

With manual licensing, if insufficient licenses are available to be assigned to the selected group of
computers, then none of the computers in the group will be licensed. An information message saying
‘Insufficient Licenses” will be displayed, however the unlicensed computers will continue to provide
Audit functionality in off-line mode and once they become licensed, the off-line data will be uploaded.

Further licenses can be made available either by removing a license from a computer/group of
computers or purchasing further licenses from your vendor.

Licensing is very flexible and allows you to have a mixture of different licenses for different groups or
even different computers within a group. Also licenses can be swapped between different machines to
provide immediate security cover, ie in cases where a breach has occurred and security rules need to
be applied immediately.
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Status & Licensing

Automatic Licensing

In order to simplify the licensing process, Automatic Licensing is enabled by default and will apply
licenses determined by the priority listed in Automatic Licensing configuration screen, accessed by
clicking on the Set Licensing Options button

Wiew Lunc Software Reszellers

Irmpart Licence Key...

Set Licencing Optionz...

Licencing Options

Automatic Licencing

Enable Autarmatic Licencing

Wil autamatically assign a licence to the client computer in the arder
lizted belove. |fthere are insufficient icences avalable in a mode, then
the next enabled mode will be automatically applied.

Automatically Licence Computers in the follovang order:
Enable | Licence Mode

3 [w Securnty + Enciyption
v  Security
[v Audit

Mave Up ][ baowve Down ]

[ Q. H Cancel ]

In cases where there are insufficient licenses available for the ‘preferred’ License mode, the next
priority is then applied. If there are insufficient licenses available for any mode, the client computer
will be classified as Unlicensed and this status will be displayed on the Status screen.

With Automatic licensing, the first mode listed will be applied only if the license key is valid for that
mode.

For Enterprise licensing, licenses will be applied automatically to the highest enabled level, assuming
the license key is valid for that level.
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Status & Licensing

Manual Licensing

= gy Active Diectory
=] ﬁk}lncﬁoltm‘ﬁare.\o:al o e
; Domain Controllers y GERMANOE
b @,E"zi“":"a"’? |GERMANRP2
: orkstations T TRETE
; @ Moteboaks R
'F] Servers |
V] Corpters | |LTHCED
=] c#- Developme: A i =T ESTWIN
-5ty Management LincS oftware lacal rerwC-HY VISTA
# é LYMCTESTDOM.local LyYHC-ORA
LYMC-TM

You can apply licenses at a Group level by right clicking on the organizational unit, and on the “Edit
License Information” window and assign licenses for the entire group.

Status Information for Container: Computers

Computer Mame | ClientInstalled | ClentVer | MD&Licenced | RMS Licenced | RMS Licence Mode | RMS Auto Licence State | Instal Date Uninstal Date | Last Activity
VY R— Nat Licenced Erabled

Edit Licence Information r

Mat Licenced Enabled
IBH-LEPTOP r r i Mot Licenced Enabled
PRI i I - Mkl imanea, | Enzhlad

Individual computers can also be licensed by selecting the row or record and right clicking on the left
most column of the selected record to display the License information window.

Status Information for Container: Computers
Computer Hame Client Ingtalled | Client Ver MDA Licenced | BMS Licenced RMS Licence Mode | BMS Auto Licence State Install Date Uningtall D ate Lazt Activity

. | Enabed [ [ | |

I T N A N I T I O
[3] = Net Licenced Enabled

. | N | M | otleeeed ] Eneed L | | |
[ (= = Not Licenced Enabled

| LYNCED
ARSI
I

Not Licenced Enabled [l

[ r r Not Licenced Enabled
i = — Mo 0 -

The option to edit two or more records/users/computers (as shown above) is done by selecting
several records, holding down the Shift or Ctrl key and right clicking on any selected record to display
the edit license information window.

Status Information for Drganizational Unit Workstations

: Computer Mame Clignt Installed | Client Ver MD& Licenced | AMS Licenced | RMS Licence Mode | RMS Auto Licence State | Install Date Uninztall D ate L
> | BOEING — = T  Motlicenced Disabled | :
s leseed Edit Licence Information ﬁ I Mot Licenced Disabled
(LYHE-HY r Mot Licenced Disabled
LYME-L Licence Info for Organizationd Unit )] Mot Licenced Dizabled
|LYNEKE | [yiorkstations ' [ Mot Licenced Disabled
(LML N Mot Licenced Disabled
LYHC-RE AMES Licenced I~ Mot Licenced Disabled
[LYNC-RL - ed
T LYNC-TES RS Licence Parameters ed
(LYHE-TH Licence Mode: Encryption Status ed
fTABPE'HL ‘ Security vi |Enabled v 6 Insufficient Security Licences Available ed
| TEST-w/2l ' ed
| TEST-wi ed

Dizable Automatic BMS Licencing

[] MD& Licenced

The “Edit License Information” window has added options for assigning licenses for file encryption
and PDA/MDA. It also has the option to disable Automatic licensing for the selected computers.
Should there be no or insufficient licenses available then a message window will be displayed to
inform users that there are “Insufficient Security or Encryption licenses available”.
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Status

Status

The left hand pane contains a hierarchical tree representing your Active Directory structure. You can
then navigate through the hierarchy by opening and closing needs to display details of computers in
the right hand pane.

To filter for specific computers, start typing the name of the computer into the “Filter By Computer
name” text box and the tree will automatically contract/expand.

LyncRMS Installed & Client Version Columns
These indicate whether the LyncRMS client has been installed together with the version number.

Note — it is not an indicator that the client service is running on the computer. (This functionality will
be provided at a later date)

MDA Lincensed — RMS Lincensed — RMS Lincensed Mode — RMS Auto License State

These columns indicate whether the client has been licensed for PDA/MDA, Audit or Security or both.
It also indicates whether the client has auto licensing enabled or disabled.

Install Date — Uninstall Date — Last Activity Columns

These provide a history of when the client was installed and the last date of any file transfer activities
(in licensed mode only)
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Rules & Policies

LyncRMS Device & File Policy Overview

Rules and policies can be implemented at varying levels of granularity (domain, groups users etc) and
can apply to devices and file types, reflecting an organisation’s own data security policies.

The rules engine within LyncRMS is a powerful and flexible tool to enable an administrator to
implement device and file rules at various levels from Domain right down to an individual user’s own
USB device.

5] LyncRMS 4.0 - [Connected to Database LyncRMS on LYNC-DB]

Pelicy For. | Edit

Lync £
RMS

1 @ Active Directory
% LyneSoftwarelacal
ity Management LyncSaltware locq ~
ot Development LyncSoftareloc, | DefaultRul  Read| wite:| Execute:|
2t LYNCTESTDOM Jocal D S '

Enciyption Status:| Shadowing Status: | | Shadow What|

File Rules:

File Type Read Wite Enciyplion Status | Shadawing Status

Domain Rules

A Bl FEEE Organizational Uit Bules

Device Rules:

Group Rules

Applies To Status

[ES
v

Computer Rules

|Jzer Rules
Domain Rules ules:
Eisee Fread Tt T

Gioup Fules

Computer Fiules

User Rules

Device rules are implemented in a hierarchical structure, based on Active Directory levels and work
upwards from User level.

The application firstly checks if there are any User rules, if none then it checks if the Computer has
any rules applied. This process continues until either a rule is ‘found’ or it reaches Domain level. At
Domain level there is always a default rule, which will result in the device being blocked or enabled.

Exceptions to Device based rules can be implemented at Device level or File Type or File Group, for
example all removable devices can be blocked with the exception of a specific brand/model. To allow
a specific device to connect, you can configure a Device Rule to be Enabled or Disabled or Restricted.

Enabled - the device operates with no restrictions applied and the user can view contents and copy
move files.

Disabled- the device is blocked and the user is not permitted to access any content.

Restricted — enables you to control whether files can be copied to/from the device.
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Rules & Policies

PolicyFor.  LyneSeftware local [CER ]

Management LyncS oftware oc:

- Development LyncSoftware oo, | Default Rule: Headlr;iunw Wma!’,&nnw Exacmewm

@: LYNCTESTDOM.local

—_— _—_—
Enciyption Stalus: Enabled Shadowing Stalus: |Enabled Shadow What Allowed and Blocked Filss |
File Rules:
File Type Rear Wite Encryption Status | Shardowing Status
Add Edit Remove

Device Rules:

Applies To wing Stalus

Q\ Exceptions to User, Group &

[ oo ] Domain rules can be applied

= : Device Drive Narne . .
e ] at a Device level or File Type

I vl
DeviceFile Rule

File Type 35tatus

[~
|

Domain Rules l

Group Fiules l

Computer Rules l

User Rules l

Exceptions can be applied to specific devices, by creating a Device Name Rule and selecting one of
the devices from the list. The list contains details of all devices that have previously connected and
had files transferred either to or from the device. (See Device Rules section for further details)

Exceptions can also apply to File Types, for example a rule can be configured to permit PDF files,
but block all other file types. (See File Type Rules section for further details)

Additional rules can be applied to ensure that all files transferred to devices are automatically
encrypted and/or shadowed.

Further details on file encryption and shadowing are provided later in this document.

Rules for Domain(s), Users, Groups and Computers can be edited/applied thru the rules definition
window which could be accessed by right-clicking on the said group and selecting Edit from the
popup menu.

& ¥nc .0 - [Connected to Database Lync on
BB LyncRMS 4.0 - [C d to Database LyncRMS on L

= gl Acti

Policy For. MncSofty

3 Development.LyncE: F :
s LYNCTESTDOM,Jp|__ Domain Options...
Encryption Status:[

——
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Domain Level Rule

Edit Default Domain Rule

Du:_urﬂaiq:
LyncSoftware. local

Permizsions
Allows Block
Read [l
Wit i
Execute ]
Encroption: Shadowing:
|Enabled v | |Enabled v

With Shadawing Enabled, Al allawed filez are shadowed by
default. To include files that are bocked, check this checkbox:

Include Blocked Files

[ Ok ] ’_ Cancel

LyncRMS supports domains and sub-domains, which means that different rules can be applied for
different sub-domains. LyncRMS checks for the domain for the current logged on user and then

applies rules according to this domain

Read— permits files to be copied from the device to the local computer/network location.
Write— permits files to be copied to a device from local computer/network location.
Execute — permits executable files to be executed on the device

Encryption — if set to Enabled, will automatically encrypt all files, when copied to a removable

device.

LyncRMS 4.0 - [Connected to Database LyncR}

= ﬁ Active Directory “
gy L Pelen e[|
@y Management Lync Edit 5
@ty Development Lync DRI OPERREES, le:
H E neryphior

Shadowing — if set to Enabled, a copy of the
actual file will be stored in the network Shadow
location, specified by the Administrator, by
right-clicking on the domain and selecting
Domain Options

There is also an option to Shadow Blocked Files,
so where there is an attempt to copy a file
which has been blocked by a rule, the file(s)
involved will be copied to the Shadow folder.
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Domain Level Rule........

When the Policy screen is opened for the first time following installation, it will prompt you to create
a default rule for the domain.

LyncRMS X

& Mew Domain has been detected. Do you wish to set the default rules For the LyncSoftware.local domain?, Click Yes ta set the default rules yvourself, or Mo ko
accept standard values.

e [ w ]

Note—if you have multiple domains, the same message will be displayed for each domain

If you select Yes, the following screen is displayed, to enable you to set your own default.

Edit Default Domain Rule [gj
[ramait:
Hssopnent Gl el s os o If you select No, a default Domain level rule will
automatically be created, as follows
Fermizzions
Gl Read — Allow, Write — Block, Execute - Allow
Fead 1
Wit =l L ) .
hE - This will allow a user to copy files from the device
E s to the local computer/network and block files
being copied from the local computer/network to a
_Encryptinn: - _Shadnwing: - device.
Dissbled v [Dissbled v
With Shadowing Enabled, All allowed files are shadowed by
default. To include files that are blocked, check thiz checkbo:
[] Include Blacked Files
[ K ] [ Cancel ]

Block Access to All Devices—Black List

To implement a ‘black-list” environment, that is allow all devices to be connected and all file types to
be transferred to/from devices, and then block by exception, set the Domain policy to

Read — Allow, Write — Allow, Execute - Allow
Allow Access to All Devices—White List

To implement a ‘white-list” environment, that is block all devices to be connected and all file types
to be transferred to/from devices, and then allow by exception, set the Domain policy to

Read — Block, Write — Block, Execute - Block

Note—This will prevent a user from accessing all removable and internal storage devices, including
USB, CD/DVD, Floppy drives etc.
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User Level Rules

To implement a User Rule, ensure the User Rule section is highlighted

Foliop For. | ]| Edt
DefaultRule:  Fear e Exenuie]

Encryption Status:\ Shadawing Status: | Shadaw What]
File Rules:
Fila Type Flead wiilte Enoiyption Stalus  Shadowing Status

Add Edi Fiemowe
Device Rules:

fpplies To Status Fiead wiille Execulz | Enciyplion Status  Shadowing Status

= DeviceFile Rules:

File Type: Fead Wiite Enciyption Status | Shadowing Status

A N

\

Next, click the Add button, which will open a standard Active Directory dialog form, from which you
can enter a user name.

Select User,

Select thiz object type: The default rule is :-
|User | [ Object Types... ]

Eram this location:

Read — Allow, Write — Block, Execute - Allow

|LyncSoftware.Ioc:aI |[ Locations. .. ]

Enter the object name to select [examples]:

Check Hames Allows files to be copied from the device to
the local computer/network and block files
being copied from the local computer/
network to a device.

o | o ]

If an exception to this rule is required, then a Device RRlSEEIEEARTE
Rule or File Type rule can be implemented for this user. User
Foy Obligado [robligado@LyncS oftware. local]

For example, the user may be allowed to copy PDF files

Permizsions

to a device, but block all other file types. Alow  Block
Read O
Write "]
Execute O
Encryption: Shadowing:
Dissbled | |Disabled v

with Shadowing Enabled, &1l allowed files are shadowed by
default. To include files that are blocked, check this checkbox:

[ Include Blocked Files

[ 0K ] [ Cancel
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Device Rules

Device Rules can be implemented at 4 levels :-

Bus Type

Device Type (generic name for the device type)

Device Drive Name (name of the device model)

Volume Number (equivalent to a unique serial number for each device)

LyncRMS checks for Device Rules from Volume Number up through the list to Bus Type, which
enables a fine level of granularity to be enforced. For example a user could be blocked from using any
USB storage device, with the exception of one specific device identified by volume number.

Bus Type

Controls connections for the User via the following ports (USB, Firewire, Infrared, Bluetooth, WiFi,
PCMCIA)

Device Type

Control connections for a range of storage devices including (USB, iPod, SD Card, MMC, Palm,
Windows CE, Floppy Disk, RIM Blackberry, digital cameras)

Device Drive Name

The interface presents a list of all Devices which have previously been detected or you can enter a
‘new’ name directly into the drop down list.

™ 5 dd Device Rule [Device Drive Mame] g|

Device Name: || b
A

Ml READ OMNLY USE Device
- MERZ5ER PEI933w SC51 CdRom Device
OEM CD-ROM FE2ZE
{+ Enabled SanDisk Cruzer Mini USE Device
SanDisk U3 Cruzer Micro USE Device
SMART G2 Dell Memorny Key USE Device

Status

oo
Disabled SmartPhone USE Syne
TEAC FD-05PUER LUSE Device
" Restricted Execute

ak | Cancel

As with other rules, specific devices can be Enabled, Disabled or Restricted.

Volume Number

The interface presents a list of all Volume Numbers have previously been detected or you can enter a
‘new’ number directly into the drop down list.
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Device Rules.......

For individual users, the History tree in the Data tab contains details of all devices that have hosted
file transfers and the Volume Number can be found by inspecting the Drive Details.

LyncRMS 4.0 - [Connected to Database LyncRMS on LYNC-DB]

@ Daterange o | 3/ Jure /2007 | 11/ October /2007 v | O | > [ o Fiter B

History \Rapmts!
=8| Storage Device History A [ Label FilsSystem
B[ 29/08/2007 4:08:34 P || IoMEGA FAT32
# USB Mass Starage Device

= @ Drive Details

3 IOMEGA Unil 28MB*I0M2H4 USB Device [E:)
B Files
*i LYNCSOFTWARE _Administrator_20070824.sxe
i LYNCSOFTWARE _robligado_20070803 exe

S Panel avnnt rs

Time¥olumelnserted TimeWolumeRemoved
29/08/2007 40324 PM  29/08/2007 4:17:20 PM

~ VolumeNumber
D2085F19

TotalSpace
125988 KB

FresSpace
121404 KB

The Device Name can also be found in the History tree.

LyncRMS 4.0 - [Uonnected to Database LyncRMS on LYNC-DE]

Filter by user:

\
@ Daterange from: 10/ Netober /2006 %[ [10/ October /2007 % | O oo | v [

History | R epur‘l;|

30/08/2007 10:59:03 Ak
30/08/2007 12:04:25 PM
3040842007 12:05:31 P

= LYNCSOFTWARE Wiobliga A [ Name ol
=] % Storage Device History = HostPC LYHC-RO
= 28/08/2007 4 BusType use
H - DeviceType USE Storage Devices
@ Diive Details DeviceM ame USE Mazs Storage Device
. Files Bev!ceg} t SPSJ E\g"tid_ﬂ 465Pid_2168%Rev_0200
o eviceCategory orage
230B/2007 422,25 i TimeDevicelnsetted  23/08/2007 4:08:34 PM

TimeDeviceRemoved  23/08/2007 4:17:20 P
MumberDiDrives 1
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File Rules

As with Device rules, File rules can be set at Domain level down through to individual Users

For example, if the User default rule is set to Read Allow, Write Allow and Execute Allow, and there
are no Device rules implemented, you could block all Microsoft Excel files from being copied to/from
any type of removable device, by configuring a File Rule exception for the Domain.

To configure a File Rule click Add

LyncRMS 4.0 - [Connected to Database LyncRMS on LYNC-[B]

lose

& |
@

& Sta‘[usj
/

Device Drive Name
Yalume: Number

Add

Edit Remave

Policy Far: | Ry Db\lgidu [rabligado@LyncS oftware local)
Default Rule:  Readf ajlow Wite:|Black Execute: | allow
-LD\sah\Ed Shadowing Status: |Disabled | Shadow What | Notring |

File Rules:
e Flead Wil o s e

Add Edit Remove
Device Rules:

Bus Tope Desice Type Sios | Read | Wit Fueote | ErcyplionSlatus | Shadnsing Stalus

¢ | I

Add

Display Al

Domain Rules l Device File Rules:

File Type:

Group Rules l

Computer Rules l

FRead

Wiite

Enciyption Status | Shadowing Status

User Rules l

Add File Rule

x)

Type / Group
(%) File Type ") File Group
File Type / Group: | Microsoft Excel [xls ]
Permizzions
Allows Block
Fead F]
it O
E ncryption: Shadowing:
Inherit W | | Inherit w |
[ 0k ] [ Cahcel ]

Select the file type and set the Read &
Write permissions to Block.

This will prevent any Excel file being
copied to/from any device.

File rules can also be extended to include
File Groups (Microsoft Office, Images etc)
which controls files with the same
characteristics.

The file type is determined by
inspecting the internal properties, so
if the extension is changed, the file is
still blocked.
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File Encryption

A further level of security has been introduced, which enables you to enforce rules to ensure that all
files copied to removable devices are encrypted. As with Device rules, File Encryption rules can be set
at Domain level down through to individual Users.

Edit Default User Rule X

Uszer:

Roy Elbliga.do [robligadof@lyncS oftware. local] To set an Encryption Rule open the User Rule
4

admin screen and set Write = Allow and
Encryption = Enabled

Permizzions
Al Block
Read [ Read and Execute permissions do not affect
Wiite O the implementation of an Encryption Rule.
Execute il
Device Rules and File Rules can also be
Encyption: Shadowing extended to enforce encryption.
| Enabled | |Disabled |
e e i g Encryption is enforced on computers
| 30owing Enabled, Alldwed es are nadowel I = = — =
default. To include files that are blocked, check thiz checkbow: with a License Mode = Securlty +
[] Include Blacked Filss Encryption.
[ (]9 ] l Cancel ]
LyncRMS g' When a file is copied to a device, a dialog
screen is displayed requesting the user to
The file you are about to transfer will be encropted. enter a password.

Y'ou are required to enter a pagsword to secune i,

After entering a password, a secure ‘container’
will be created, which can only be opened by
entering the same password.

HOTE: Al encrepted filez will rezide in:
Jorbird 20067207 exe

Enter pazzword here:

| If further files are then copied to a device,

Confitm password which already has a container, they will be

| added automatically, without the need to
enter a password.

ok | Cancel The container has internal properties to
recognise the logged-on user, so different
people using the same device will have
different containers.

The container can be deleted at any time, in which case a new one will be created when a file is
copied to the device. As there is no password administration, it is recommended that only copies of
files are stored in the encrypted container and NOT originals. If a user forgets their password, they
should delete the container and copy the files again
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File Encryption ......

The container will be saved on the device as UserName + DateStamp .exe

IMPORTANT— The container must remain on the device in order to extract the files. If the container
is copied from the device to another computer, the files cannot be extracted.

The encrypted files are located on the device in a folder called Encrypted_Files, which should not be
deleted.

To open the container, double-click on the .exe file and enter the password.

LyncCrypt [$_(|

Enter Paszword

4 | Cancel

£ | LyncCrypt

ras (U

Open File | Extract File ]

M arne Type Size M odified ]
f-‘_] buChristrmasCard. pps Microzoft Power... 2140672 19412406 07:49:..
IE[‘]L_I,Inu: and ITIL.doc Microzoft Word ... 2,145,280 1010408 01:58....
7’_—- rec_fishing_guide_now_2006__... Adobe Acrobat ... 2,334,893 2709407 01:37...

To extract a file, highlight the file in the list and click Extract File, which will display a Browse dialog
screen to enable you to select a location to save the file. The extraction process will decrypt the file
and enable it to be opened using the appropriate application. To view the file without extracting,
select the file and click open file, the file will then be displayed using the appropriate editor.

To remove a file from the container, right-click and select Delete
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To remove a file from the container, right-click and select Delete

B LyncCrypt

Open File ] Extract File |

Mame I Type ] Size l Muodified ]
: [t FowerPoint Slide Show 2140672 19/12/06 07:49:45 Ab
_ iwWord Document 2,145,280 10410406 01:58:45 PM
2,334,893 27/09/07 01:37:11 P

" MyChristmasCard. pps
I!EI_] Lync and ITIL.doc |
= rec_fishing_guide_nov_20)

Off-line File Encryption

The encrypted container has the capability to encrypt files when the removable device is inserted into
a non-secured or non-networked PC. New files can be added or updated simply by dragging and
dropping the said files to the container.

NOTE: The policies or rules defined by the System administrators are not applied in off-line
encryption.
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File Shadowing

Although auditing provides details of the name, type, location etc of files that have been copied to
removable devices, there is no indication of the file content that has moved with the file. File
Shadowing is a simple form of content monitoring, which can be turned on/off when required to
examine the details of specific file transactions.

Shadowing is completely ‘invisible’ to the user and involves automatically taking a copy of the file and
storing it in a network location.

| LyncRMS 4.0 - [Connected to Database LyncEi}

: = d:#: .-'%'xctive Directary

E- 3

i a.% Management.Lync
iy Development. Lyng
i a.% LYMCTESTDOM. I

Edit Default User Rule

Uzer:

7 LuncSoftware loca

[Foy Obligado [robligadoi@LyncSoftware locall

; | | Falicn Eare :-L
Edit ;

Domain Spkions. =
‘ E nicryptiar
| e

X

Fermizzions
Block
Read Ll
it O
Execute O
E ncryption: Shadowing:
Disabled vl [Enabed ]

with Shadowing Enabled, All allowed files are shadowed by
default. To include files that are blocked, check this checkbox:

Include Blocked Files

Ay
[ Q. \H\Eancel l

The network location is controlled using the
Domain Options, accessed by right clicking
on the selected domain.

When Shadowing takes place, a separate
folder for each user is generated

- automatically.

Also, each ‘shadow file’ has a date/time stamp
appended to the file name, to ensure that
multiple copies of the same file are captured.

To set a Shadowing Rule, open the User Rule
admin screen and set Write = Allow and
Shadowing = Enabled

Read and Execute permissions do not affect
the implementation of an Shadowing Rule.

Device Rules and File Rules can also be
extended to enforce Shadowing.

Shadowing is applied on computers with
a License Mode = Security or Security +
Encryption.

Shadowing can also be extended to take a copy of files where an attempt was made to copy the file,
but was blocked by a rule. To extend Shadowing, check the Include Blocked Files check box.

IMPORTANT— Recommend that Shadowing is applied only in limited cases, due to the amount of
storage required to accommodate the network files. Files must be deleted/archived manually to

reclaim disk space.
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How To Create a Black List Environment

A 'Black List’ environment is one where all devices are permitted to connect and all file types are
permitted to be copied. Policies are then implemented to handle exceptions.

The main advantage of this type of environment is that policies can be implemented gradually once
usage patterns have been established.

To implement this type of environment, the Domain level rule should be set as follows

Edit Default Domain Rule

Damair:
LyncSoftware. local

Permizsions
Bl Block.
Read )
Wwfrite ]
Erecute ]
E nzrvption: Shadowing:
[Disabled | [Dissbled [ |

With Shadowing Enabled, All allowed filez are shadowed by
default. To include files that are blocked, check thiz checkbox:

[] Include Blocked Files

[ ok, ] [ Cancel
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How To Create a White List Environment

A ‘White List’ environment is one where all devices are blocked. Policies are then implemented to
allow specific devices to connect and/or specific file types to be copied.

This type of environment will immediately prevent any type of storage device being used, which
includes USB devices, Floppy disks and CD ROMs.

To implement this type of environment, the Domain level rule should be set as follows

Edit Default Domain Rule

Domain:
LyncS oftware. local

Permizzions
Allow Block
Read d
Wit O
Execute ]
Encryption; Shadowing:
| Disabled v | |Disabled v |

With Shadowing Enabled, All allowed files are shadowed by
default. To include files that are blocked, check this checkbow:

[ Include Blocked Files

’_ Ok ] ’_ Cancel

WARNING— This type of rule will block access to all types of removable devices and
internal floppy drives and CD-ROM drives.
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How To Create a User Rule
A User Policy can be implemented by either using the Policy Wizard or manually using the main Policy
screen as follows.

Click User Rules -> click Add

The standard Active Directory dialog box will be displayed

Select User

Select thiz object type:
| |zer

| [ Object Types... ]

Erarn this location:

|Lyn-:51:uftware.||:u:al H Locations. .. ]

Enter the object name to select [examples):

Enter the user name or click the Advanced button to perform a search.

After entering/locating a user the following screen will be displayed:

Edit Default User Rule

Idzer

'Fh:y Dlﬁli'gé'du'[rubl'igadD@LyncSnftware.ln&al] Defaults are set to permit files to be

copied from a device (Read)) but blocked
from copying to a device (Write)

Permizzionz
Al Block, E ’ 4 Shadowi |
ncryption  an adowing are also
W
Read O ‘turned off’ by default.
WTite A
Execute M
E neryption: Shadowing;
' Disabled % | | Disabled v/

YWith Shadowing Enabled, All allowed files are shadowed by
default. To include files that are blocked, check this checkbow:

[] Include Blocked Files

[ ]S ] [ Cancel
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How To Create a Group Rule
A Group Policy can be implemented by either using the Policy Wizard or manually using the main
Policy screen as follows.

Click Group Rules -> click Add

The standard Active Directory dialog box will be displayed

Select Group

Select thiz object type:
|I3r|:|u|:| | [ Object Types... ]

Erarn thiz lacation:

|L_I,Inc50ftware.ll:ucal H Locations. .. ]

Enter the object name to select [examples]:

Enter the Group name or click the Advanced button to perform a search.

After entering/locating a Group the following screen will be displayed

Edit Default Group Rule

Group:

. B Defaults are set to permit files to be
Lync [(@lyncS ofbware. local]

copied from a device (Read)) but blocked
from copying to a device (Write)

Fermizzi . .
SHbe Allow Elock Encryption and Shadowing are also
‘turned off’ by default.

Fead A

Wite ]

Execute ]

E ncryption: Shadowing;

| Disabled v | | Disabled v |

Wwfith Shadowing Enabled, All allowed files are shadowed by
default. To include files that are blocked, check this checkbow:

[] Include Blocked Files

[ Ok, ] [ Cancel
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How To Create a Group Rule .......

If the logged on user belongs to the Group, the rule is enforced.
If there is already a User rule for the logged on user, the User rule takes precedence.

If the User belongs to more than one Group, then rules are enforced upwards through the list of

groups for example if the user belongs to both Sales and Temporary Staff, then the Temporary Staff
rules will be enforced before Sales.

€ Sales
¢ ey

E_. Temporary Staff

| add || Edt | | Remove |

[ Maove Up ][ kove Dawn ]

The order in which Group rules are enforced can be controlled by moving Groups up or down in the
list, using the Move Up or Move Down buttons.
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How To Block USB Devices

If you want block USB devices from being used, but allow other types of data storage devices
including CDROM, floppy disk, SD card etc) then a Device Type Rule must be implemented.

Firstly, you need to determine at which level you want enforce the rule :-

- Domain level

- Active Directory Group level
- Computer level

- User level

At the selected level, you need to set the rule to Read — Allow, Write — Allow, Execute — Allow
Then set a Device Type Rule on the main policy screen as follows

Click Device Type -> Click Add

Add Device Rule [Device Type] X
Device Type: | USE Storage Devices v
Statuz
) Enablad Allovs Block,
® Read
Dizabled
Wribe
() Restricted Execute
E ncruphion: Shadowing:
| mberit ~ | mberit ~
QK I [ Canicel

Set the Status to Disabled, which will then block access to the device type.
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How To Block Files Being Copied to USB Devices

If you want block certain File Types from being copied to a device, but allow other File Types then a
File Type Rule must be implemented.

Firstly, you need to determine at which level you want enforce the rule :-
- Domain level
- Active Directory Group level

- Computer level
- User level

At the selected level, you need to set the rule to Read — Allow, Write — Allow, Execute — Allow
Then set a File Type Rule on the main policy screen as follows

In File Rules section Click Add

Add File Rule X
Type / Group
() File Type ) File Group
File Type / Group: | Microsoft Excel [xz ] w
Permizzionz
Al Block.
Fead i
Wirite ]
E nerption: Shadowing:
Inhent w Inhent w
[ ] l [ Cancel

Select the File Type and set Write = Block and Read = Block. This will prevent Excel files from being
copied to or from a device.

File Type rules can also be implemented to manage groups of files as follows

Microsoft Office

Images

Audio/Video

Compressed Files (ie Zip)

Individual File Types take precedence over File Groups, so if a rule to block Microsoft Word
documents was implemented, with another rule to allow Microsoft Office files, the Word document will
be blocked.
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