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Introduction

¢What is SolidAudit for Terminal Services?

SolidAudit for Terminal Services is a software for auditing the connections of Terminal Services of Microsoft Windows Server
2000 and Windows Server 2003. It also allows auditing the connections generated through the remote desktop of Microsoft

Windows XP.
Objective
. Audit Server and remote desktop connections.
. Monitor active sessions.
o Detect access attempts.
. Register events.
Features

Connection Log
The system generates a log with all the connections established with a Terminal Services or to the remote desktop of a Windows
XP. (Logs: Date, real IP address, user, duration time and more)

Log Analysis
Generate reports of a server usage filtered by users, computers name, IP addresses and more.

Active Sessions
Allows monitoring in real time the active connections to a server or to a Windows XP terminal.

Event Log
The system generates a log with all the connections events generated to Terminal Services Server or to remote desktop of
Windows XP. (Logs: Connections, disconnections, control take over and more)
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5 | Five reasons for having SolidAudit
rume:‘

1) Detect intrusion attempts.

Do you know if someone is trying or tried to access your server through Terminal Services?
Do you know if someone entered your terminal through the remote desktop?
Do you know if unknown users have access to your server or Terminal?

2) Audit users that connect in hours they shouldn’t. »
Let's suppose that an employee has access to a terminal or Server through Terminal Services.

Do you know if this employee logs on in unusual hours?
Do you know if he copies, modifies or deletes company information?

3) Obtained reports. *

Have information about connections durations, dates, hours, from where users connect to your server or terminal and much
more. Keep control of the access.

4) The application registers the origin of a connection. *

With SolidAudit you will know the public and private IP of a connected or connecting user. Having this information you will be
able to detect from where a connection is being established or has already established (location and terminal).

5) The only solution available on the market. %

SolidAudit is the only solution available on the market to audit the connections established through Terminal Services in
Windows Server 2000 and Windows Server 2003 in all its versions. The application also allows auditing the connections
established through the remote desktop of Windows XP.

¢ What server could | audit?

You could audit Windows Server 2000 and Windows Server 2003 in all its versions. The application runs as a service in the
server and doesn't require user intervention in order to start.

¢What could I audit on a Windows XP operation system?

You could audit access attempts or the connections established generated through the remote desktop access of Windows Xp.

S
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¢How can | see the information generated by SolidAudit?

SolidAudit provides an administration console from where the information can be consulted, generate reports and much more.
The console is programmed as a complement for the Microsoft Management Console (MMC) allowing the integration with the
rest of the administration tools of a Server.

¢What is the Microsoft Management Console (MMC)?

The Microsoft Management Console (MMC) is a common console for administrating applications.

With the MMC, the system administration can create flexible environments personalizing administrative tools. The MMC contains
tools that can be used to administer networks, equipment, services and other system components. From this point almost the
entire system can be configured.

SolidAudit Versions for Terminal Services

SolidAudit is distributed in three different versions. A version for audition Microsoft Windows XP, another version for auditing
Microsoft Windows Server 2000 and Microsoft Windows Server 2003 with the Terminal Services configured in Remote
Administration Mode or in Application Server Mode.

The version for Application Server Mode can run on a server independent from the mode it is configured. The version for Remote
Administration Mode can only be executed on a server configured in the mode mentioned.

Terminal Services configuration Modes

Terminal Services allows to be configured in two different modes: Remote Administration Mode and Application Server Mode.

Remote Administration Mode

The Terminal Services configured in this mode, allows only two simultaneous connections. This is the default configuration of a
server with the Terminal Services running. This mode is used by system administrators for managing servers, administer users,
security, event viewer, configuring diverse functions and much more.

Application Server Mode

In this mode the server allows multiples simultaneous connections. It is used for companies for centralizing running application.
The users execute applications without installing them in each local terminal.

Licensing

A server license should be acquired for each server. The administration console can be installed in many terminals without
having a license for each one.
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EULA (End User License Agreement)

This license agreement establishes the use conditions of SolidAudit for Terminal Services. Please carefully read this contract
before using or installing the software. In case of not agreeing with these terms and conditions you should not install or use the
software.

1. LICENSE: The object property of this end user license agreement, including the author’s rights and intellectual property belong
to BureauCorp.net of Lijs Gerardo y Raffo Magnasco S.H.(including magnetic support, manuals and any other material given
with this product). By the present license agreement BureauCorp concedes the user an endless license, non exclusive, non
transferable for using SolidAudit for Terminal Services software.

2. REPRODUCTION RESTRICTIONS: The object software of this license is protected by the intellectual property against copies.
It is not allowed to make copies, reproduce or transmit the software or any part if it by any transferring data mean (Internet,
network, cd-rom, disk or any mean not mentioned or yet existed) but it is allowed to make copies for the only purpose of backup
just for use as a replacement of the original for personal use.

3. USER RESTRICTIONS COMUNICATIONS: The user will communicate all the conditions of this license contract to any user
employed by him, under his command or user who uses the software.

4. USER FULFILLMENT AND NON AUTORIZED USE: The user commits to do everything possible to ensure that the persons
employed by him or under his command fulfill the conditions of this license contract, including these restrictions to not allow
deliberately use any software for the purpose of deciphering the source code or use inverse engineering.

5. LIMITS: It is not allowed to use the software without its corresponding license. It is not allowed to lend or rent in total or partial
form. It is prohibited to make reverse engineer, use source code or recompile the software. The user commits for not using this
software for any purpose against the law. The user should not access, modify and delete the database using other applications
without the previews authorization by BureauCorp.net. The software or databases can't be modified by third parties. Windows
and terminal services are Microsoft Corporation Trademarks.

6. GUARANTEE: BureauCorp.net guarantees the good operation of the software. It is responsibility of the user to maintain the
hardware, system operation, other applications, connectivity, IT security, free of viruses in order to guarantee the good operation
of the software.

BureauCorp.net will not guarantee that the operation of the software is uninterrupted (By hardware, third parties software,
connectivity, etc) and that the benefits of the software are those that in opinion of the user should have. The software counts with
the possibility of backing up the database and it's the user responsibility of making security copies and auditing that the
information is correct. BureauCorp.net will not be responsible of the information loose or the using of the software and of
information obtained. The maximum BureauCorp.net responsibility will be limited to the substitution of the software and only in a
maximum term of 60 days of buying the software. This limited guarantee will be null if the software defect is the result of an
accident, abuse or incorrect application use.

7. LICENSING MODE: for the operating of the software it is required at least a SolidAudit for terminal Services License per
server to audit. The console allows administering multiple servers in a simultaneous way and the use on the terminal is license
free.

8. UPDATES AND SUPPORT: This license contract does not grant the user to any support or update. As part of our support
program, the software could report technical use and information about the terminal installed and any possible errors to
BureauCorp.net. The corrections and adding functionalities to the software will be release in new versions. BureauCorp.net
reserves the right to make corrections in the latest software versions. In order to make an update, the user must have installed all
the update available between the version installed and the latest. A new version could change the end license agreement and
could change these terms and condition. It’'s up to the user to make the update.

9. LICENSE TERMINATION: The user could in any moment terminate the present license agreement. This agreement will also
be finished if any of the terms and conditions are not fulfilled and does not give the user the right to make any type of reclamation
and/or return of payment. In any case, the user must uninstall the application.

The signing or acceptance in the installation process means that you have read and understood this agreement and all the points
enumerated.

& 4
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Diagrams

Here are shown some representative diagrams of the features or different uses of the system:

Administer multiple servers from the same console

Cansola de Administracior

Administration Console
The administration console allows the simultaneous auditing of multiple servers from the same console.

Accept multiple consoles from the same Server

Lonsola de Adminitracién Lonsola de Administracién Lonsola de Administracién

Administrative Console
SolidAudit server allows multiples simultaneous consoles connections.

S
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Connection Monitoring

mnnhdmuﬂf
bervidor

The application allows real time connections monitoring of terminals connecting to Terminal Services servers.

Connection Monitoring through Internet or a VPN (Virtual Private Network)

—
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Juarie desconedade

C—eeeeee
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Jiuaris :enectirdece

Lonso'a de Adminiitracién

Besides monitoring real time connections to Terminal Services servers from a local network, the system register connections
established from a VPN or Internet registering the real IP of the computer.
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SolidAudit TS - Server

Requirements

Requirements for installing the software:

Specification Requirement

Operation System Windows Server 2000 / Windows Server 2003 on any version / Windows XP.
Hard disk space 'Sl't)(/)ezacgl Hard disk space required: 15 MB, additional space for database to be
Terminal Services Terminal Services enabled in any mode.

Net framework .Net Framework version 1.1.

Mdac 2.7 It will be installed with the installation of the application.

Online registration Internet connection.

* If you don't have .Net Framework installed please download it from Windows Update web site: www.windowsupdate.com

Installation steps

A) Server installation.
B) Product registration.

C) Start the service.
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Server installation

Double click on the server installation.

Welcome Screen shot of the installer assistant

iiél- SolidAudit Terminal Services - Server ¥1.6 o ] |

Este es el Asistente para instalacién de SolidAudit §

Terminal Services - Server ¥1 .6
solidaudit

Elinztaladar le quiara por los pazos necesarios para instalar Soliddudit Terminal Services - Server
w16 en el equipo.

Advertencia: este programa esta protegida por laz leyes de derechos de autar v otros tratados
internacionales. La reproduccion o distibucian ilicitaz de este programa, o de cualquier parte del
mizmo, exta penada por la ley con severas sanciones civiles » penales, v zerd objeto de todas las
acciones judiciales que corezpondan.

Cancelar < filras

* Click on “Next”.

EULA screen shot agreement

iiél- SolidAudit Terminal Services - Server ¥1.6 o ] |

Contrato de licencia

solidsudiT

Dedigue unoz inztantes a leer el Contrato de licencia incluido en el programa. 5i acepta las
condiciones, haga chic en "acepto’ v luego en "Siguiente’. De lo contrano, haga clic en "Cancelar’’.

END TUSER LICENSE AGFEEMENT (EULA) il
Contrato de licencia de uso de Solidiunditc Ts

Ezte contrato de licencia contiene las condiciones de la
licencia de uso de 5olidiudit for Terminal Serwvices. Lea
cuidadosamente el contrato antes de instalar o utilizar el
software. En caso de no estar de acuerdo con las condiciones de
la licencia de uso, no deberd instalarlo o utilizarlo.

1. CONCESION DE LICENCIA: La propiedad objeto de esta licencia j

" Nao acepta

Cancelar < fbras | Siguiente » I

* Read carefully the Eula and click “Accept” and the on “Next".

o 8
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Destination screen shot

i SolidAudit Terminal Services - Server v1.6 o ] oA |
—
Seleccionar carpeta de instalacion
solidaudit

Elinztaladar instalara Solidsudit Terminal Services - Server w1.6 en la siguiente carpeta.

Para instalarlo en esta carpeta haga clic en "Siguiente”. Para instalarlo en una carpeta distinta haga
clic: en "Examinar".

LCarpeta:

C:\Program Files\BureauCorp.nethSolidauditTS Server', Examinar... |

Espacio en dizco.. |

Inztalar Solidaudit Terminal Services - Server v1.E sdlo para este usuanio o para todos los usuarios
de este equipo;

' Sélo para este usuario

Cancelar | < flraz | Siguiente » I

* By default the installation of the software is set to be installed on the program files. If you wish to change the folder click on
“Examine” and select the destination. Click on “Next”.

Installation confirmation screen shot

i SolidAudit Terminal Services - Server v1.6 o ] oA |
—
Confirmar instalacion
solidaudit

Elinztaladar esta listo para instalar SolidAudit Terminal Services - Server w16 en el equipo.

Haga clic en "Siguiente’" para iniciar la instalacion.

Cancelar < flraz

* Click “Next”.
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Installation completed screen shot

i SolidAudit Terminal Services - Server v1.6 o ] oA |

Instalacidon completada

solidaudit

Solidtudit Terminal Services - Server v1.6 z& ha instalado cormectamente.

Haga clic en "Cenar"' para salir.

Utilice Windows Update para comprobar cualquier actualizacion importante de MET Framewark.

[Carcelar < filras

* The installation is successful. Click “Close”.

Important: Remember that when you install the software the service is stopped. Before you start it you must register the product.

10
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Trial version product registration

SolidAudit for Terminal Services provides a 15 day trial version. Remember that to start the trial period you must have an Internet
connection.
In order to register the product you mush have an internet connection.

To start the product registration go to “All Programs” on the start menu, select BureauCorp,net folder and click on “Registration”.

Selecting product screen shot

M BureauCorp Registration - Selecione Producto

@ REGISTRACION DE PRODUCTO

Producto: Solidéudit Terminal Servic

Dezcrpcidn

Seleccione el producta que desea registrar v haga click en
registrar.

Reqistrar I Cancelar

* Select the product and click on “Register”

License type selection screen shot

W solidaudit Terminal Services - Registracion de p - |EI|£|

@ REGISTRACION DE PRODUCTO

Seleccione la opcion que desea realzar

" |ngresar una licencia

£ Iniciar un peridodo de prueba

D ezcnpoidn

Bienvenida a la quia paszo a paszo de licenciamiento

Reqistrar I Cancelar

* Select “Start trial Mode” and click “Register”.

S
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Information supply screen shot

N Solidaudit Terminal Services - Registracion de pr - |EI|5|

@ REGISTRACION DE PRODUCTO

M armbre: ||

Empreza: I

Dezcripcidn

Ingrese sus datos perzonales v el nimero de licencia del producto
w hanga click en Reqiztrar

Beaistrar I Cancelar

* You must supply your name, company and email in order to register the product. After completing the information click “Register”.

Completed registration screen shot

N Solidaudit Terminal Services - Registracion de pr - |EI|5|

@ REGISTRACION DE PRODUCTO

Su producto ha zido registrado exitozamente.
Muchas gracias

Terminar

* If the registration is successful a message is shown in the screen. Click “Finish”.

Important: It is necessary to register the product to have access to the address masterserver.bureaucorp.net port; TCP 24300. The
pending days of the trial version will be shown on the administer console in the configuration section.

o 12
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Product registration

In order to register the product you mush have an internet connection.

To start the product registration go to “All Programs” on the start menu, select BureauCorp,net folder and click on “Registration”.

Selecting product screen shot

M BureauCorp Registration - Selecione Producto - |EI|5|

@ REGISTRACION DE PRODUCTO

Producta: Soliddudit Terminal Ser

Dezcrpcidn

Seleccione el producto que desea registrar v haga click en
Teqistrar.

Beaistrar I Cancelar

* Select the product and click on “Register”

License type selection screen shot

W solidaudit Terminal Services - Registracion de pro - |EI|1|

@ REGISTRACION DE PRODUCTO

Seleccione la opcion que desea realzar

¥ |ngrezar una licencia

£ [niciar un pendodo de prueha

Dezcnpoidn

Bienvenido a la guia pazo a pazo de licenciamiento

R eaistrar I Cancelar

* Select “Enter a License” and click “Register”.

13
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Information supply screen shot

M SolidAudit Terminal Services - Registracion de p = 0] x|

@ REGISTRACION DE PRODUCTO

M armbre: I

Empreza: I

Lizencia: I - -

Dezcripcidn

Ingrese sus datoz personales y haga click en Reagistrar.

Beaistrar I Cancelar

* You must supply your name, company, an email and the serial number in order to register the product. After completing the
information click “Register”.

Completed Registration screen shot

W solidaudit Terminal Services - Registracion de p

Su producta ha sido registrado exitosanmente.
Muchas gracias

T erminar

* If the registration is successful a message is shown in the screen. Click “Finish”.

Important: It is necessary to register the product to have access to the address masterserver.bureaucorp.net port; TCP 24300. The
pending days of the trial version will be shown on the administer console in the configuration section.

Uninstalling the Service

In order to uninstall the service, you must go to the start menu, “control panel, “add or remove programs”, select the application
“SolidAudit Terminal Services — Server” and click on the uninstall button. Follow the steps that will appear on the screen.

o 14
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Using SolidAudit TS — Server

Service Start

You have two alternatives to start the service:

A) Go to the start menu and then to “All Programs”, BureauCorp.net folder and click on “Start SolidAudit Ts Service”. The application
will open the command window where the service will begin.

B) Start the service from the service panel. Within the administration Service look for “SolidAudit Terminal Services”, select and click
with the button on the right and the click “start

Important: SolidAudit for Terminal Service per defect installs the service in starting automatic. The next time the server initiates the
service it will run automatically.

Service Stop

To stop the SolidAudit Ts service you have two options:
A) Go to “Start”, “Programs”, “BureauCorp.net”, “SolidAudit Terminal Services” and click on “Stop SolidAudit Ts Service”.

B) Stop the service from the service panel. Within the administer service look for “SolidAudit Terminal Services” select and click on
the right button and then click on “Stop”.

Modifying the service starting mode

You have two ways to modify “SolidAudit Ts” Start mode:

A) You can do it from the Service Panel. Within administration panel look for “SolidAudit Terminal Services” and double click on it and
select the start mode you desire.

B) You can also modify the start mode from the administration console. The explanation on how to do it is detailed in the section of
the console configuration of the administration.

& 15
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SolidAudit TS MMC - Administration Console

Requirements

Requirements for installing the software:

Specifications Requirements

System Operation

Windows Server 2000 / Windows Server 2003 on any version / Windows XP.

Hard disk space

Typical Hard disk space required: 5 MB.

.Net Framework

.Net Framework version 1.1

* If you don't have .Net Framework installed please download it from Windows Update web site: www.windowsupdate.com

Console Installation

Double click on the console installation.

Welcome Screen shot of the installer assistant

i'é'u Solidfudit Terminal Services - MMC ¥1.6 o ] 4|

Este es el Asistente para instalacién de SolidAudit

Terminal Services - MMC v1 .6
solidaudit

Elingtalador le guiara por log pazos necezanios para ingtalar Soliddudit Terminal Services - MMC
v1.6 en el equipa.

Adwertencia; este programa esta protegido por las leyes de derechos de autor v obroz ratados
internacionales. La reproduccian o distribucian ilicitaz de este programa, o de cualquier parte del
mizmo, extd penada por 3 ley con severas zanciones civiles v penales, » zera objeto de todas las
acciones judiciales que cormespondan.

Cancelar < fifras

* Click on “Next”.

16
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EULA screen shot agreement

i& SolidAudit Terminal Services - MME ¥1.6 o ] oA |

Contrato de licencia

solidaudit

Dedique unos instantes a leer el Contrato de licencia incluido en el programa. Si acepta las
condiciones, haga clic en "Acepta” o luego en "Siguiente”. De lo contrario, haga clic en "Cancelar”'.

END USER LICENSE AGREEMENT (EULAL) il
Contrato de licencia de uso de Solidiéndit Ts

Este contrato de licencia contiene las condiciones de la
licencia de uso de Solidindit for Terminal 3erwvices. Lea
cuidadosamente el contrato antes de instalar o utilizar el
software. En caso de no estar de acuerdo con las condiciones de
la licencia de uso, no deberda instalarle o utilizarlo.

1. COMCESION DE LICENCIA: La propiedad objeto de esta licencia LI

" Mo acepto

Cancelar < flraz | Siguiente » I

* Read carefully the Eula and click “Accept” and the on “Next".

Destination screen shot

i'é'u Solidfudit Terminal Services - MMC ¥1.6 o ] 4|

Seleccionar carpeta de instalacion

solidaudit

Elingtalador ingtalard Soliddudit Terminal Services - MMC 1.6 en la siguiente carpeta.

Fara instalarlo en esta carpeta haga clic en "Siguiente”. Para instalarlo en una carpeta distinta haga
clic: en "Examinar'’.

Carpeta;
C:AProgram FileghBureauCorp. nethS oliddudit TS MMCY E=arninar... |

Ezpacio en dizco... |

Instalar Soliddudit Terminal Services - MMC +1.6 solo para este uzuario o para todog oz usuarioz
de este equipo:

' S6lo para este usuario

Cancelar < Atras | Siguiente » I

* By default the installation of the software is set to be installed on the program files. If you wish to change the folder click on
“Examine” and select the destination. Click on “Next".
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Installation confirmation screen shot

i& SolidAudit Terminal Services - MME ¥1.6 o ] oA |
—

Confirmar instalacion

solidaudit

Elinstaladar ezta listo para inztalar SolidAudit Terminal Services - MMC 1.6 en el equipo.

Haga clic en "Siguiente’" para iniciar la instalacion.

Cancelar < flraz

* Click “Next”.

Installation completed screen shot

i'é'u Solidfudit Terminal Services - MMC ¥1.6 = 1= =1

Instalacion completada

solidaudit

Solidéwdit Terminal Services - MMC 1.6 se ha instalado conectamente,

Haga clic en "Cenar' para galir.

Utilice Windows Update para comprobar cualquier actualizacion importante de .MET Framework.

[Cancelar < fifras

* The installation is successful. Click “Close”.

Administration console uninstall

In order to uninstall the application, you must go to the start menu, “control panel, “add or remove programs”, select the application
“SolidAudit Terminal Services — MMC” and click on the uninstall button. Follow the steps that will appear on the screen.
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Using SolidAudit TS MMC - Administration console
Starting the application

To start the application go to “Start”, “All Programs”, “BureauCorp”, SolidAudit Terminal Services” and click on “SolidAudit TS
Console”.

Running for the first time the application

By default the MMC loads on the local PC. If in your PC a SolidAudit TS Server doesn't exist the application will show a message that
the connection could not be established. If you have installed the server in the local PC and this message is shown, please verify if
the service is running.

How to modify the server you want to connect?

Over the item SolidAudit Ts (LocalHost) left mouse click. An option will appear that says “connect to:...”, click there and enter the
computer name or IP. Click on “Connect” to finish.

Seleccionar equipo il

Seleccione el equipo que dezea gue administre eszte complemento.

Ezste componente adminiztrard ziempre:

¥ Equipo local (el equipo que estd ejecutando esta consola):

" Oiro equipo: I

Conectar

How to add a Server to the same console?

If you wish to add another server to the console go to “File”, “Add/Remove Snap In. The following form will appear:
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Add/Remoye Snap-in il

Standalone | E xtenzions I

Lze thiz page to add or remove a standalone Snap-in from the congale.

=

Shap-ing added to: I% [

Qﬂ Solidaudit TS [localhost)

— Dezcrphion

Add. Eemove Afmut, |

0K I Cancel

Click on “Add..." the following form will be shown and select “Solid Audit Terminal Services” snap in. Click on “Add".

Add standalone Snap-in 2] x|

Avallable Standalone Snap-ins:

Shap-in | Yendor |ﬂ
ﬁ Local Uzers and Groups Microsoft Corporation

ﬁ Perfarmance Logs and Alerts Micrazaft Carparation

@ Remavable Starage Management Microsaft Carparation
Fesultant Set of Paolicy Microzoft Corporation

@ Security Corfiguration and Analyziz Microsoft Corporation

@ Security Templates Microzoft Corporation

% Services Microgoft Corparation

Q Shared Folders Microzaft Corparation

ot Colidtudit Terminal Services BureauCorp. net

% Wkl Coantral Microsaft Carparation =

— Description
Add Cloze

When you click on “Add” the form to select a computer will appear . Please follow the same steps explained in “How to add a server

on the same console?”.

Important: If the Server you have selected to connect has a connection password it will be asked to enter it.

S
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Click “Close”.

How to remove a Server from the same console?

If you wish to remove a server from the same console go to “File”, “Add/remove Snap In". The same form of how to add a server to
the same console?” will appear: select the server you want to remove and click “Remove”.

Configuration

License
From here we can see if the software is registered or if it is on a trial period.

#¥ Licencia de SolidAudit X|

Licencia de Solidﬁm

D atos de regiztracian

Izuiarion Mo regiztrado

Empresa: Ma regiztrada

Start
From here is where the start mode is configured. Remember that the starting mode will take effect next time the server is started.

#* Inicio de SolidAudit x|

Thicio de smmmd@

Inicio de zervicio

" Automatico
£ Manual
" Deshahbilitada

Aceptar I Cancelar

o 21
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Language
Here we can specify the language we want the information to be shown in. The changes are made in real time.

%" Configuracion de idioma x|

Configuracion de idiom

Seleccione el idioma a utiizar en Salidsudit

* Eszpafiol
" English

Aceptar I Cancelar

Backup
From here we can put into effect a backup of the information in the data base of SolidAudit or restore a previous backup.

** Respaldo de Solidaudit x|

Respaldo de SolidAudit

Seleccione la tarea gue desea realizar

{* Fespaldn " Restaurar

Mombre de archivo:

I E sarminar |
Aceptar I Cancelar |

Important: the backup information can only take place in the server unit or in the unit shared within the net. Keep in mind that when a
backup is restored, the information stored in the database will be eliminated.

Administrator password

In this screen we can eliminate the administrator password so that every time an administrative console desires to connect to a
SolidAudit service it will require a password. From here we can also modify the password.
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x

Contrasena

—Inareze la contrazefia del adminiztrador

Contrazefia anterior: |

Muewa contrasefia: ||

Confirmacian; I

Aceptar I Cancelar

Text register
From here we can authorize or unauthorized the simultaneous generation of a register to text of all the events taken place.

+* Reqgistro a texto El

Registro a texto

Seleccione la opcidn de registro a testo

" Habiltado * Deshabilitado

Drirectorio:

I E warminar |
Aceptar I Cancelar |

¢, How to backup the information?

To backup information you must enter the section “Configure” and click “Backup” Select the option “Backup” and click “Examine”.
Specify the Directory and name of the file you wish to backup. Click “Accept”.

¢How to restore a backup?

You must enter “Configure” in the section and click “Backup” Select the option “Restore” and click “Examine”. Specify where the file
you want to restore is. Click “Accept”. Keep in mind that reestablishing the information, the actual one will be lost if you don't backup
it.

Providing a password to connect with a server

It is very important to keep in mind that you can specify a password to be required every time a console wishes to connect to the
SolidAudit Ts service.

To enter the password you must go to the section “Configure”, “Administrator Password” and double click. As you have never
previously specified a password connection to the server which is connected you must not provide a previous password; it will appear
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blocked. Enter the password and confirm. Click “Accept”. From this moment on every time you or another user wishes to connect to
SolidAudit Ts Service the password will be required. For this reason we suggest you remind and store it in a safe place.

¢How to change the administrator password?

You can modify the master password of connection to SolidAudit service. To perform this you should enter the section “Configure”,
“Administrator Password” and then double click. There you will be required to enter the previous password and the new one plus
verification.

Language administration

The administration console allows you to visualize the information and screens in different languages. To modify the language go to
“Configure” and double click on “Language”. You can now select the language in which you want to see the information and click on
“Accept”. The language will automatically change.

Text registry

SolidAudit for Terminal Services allows you to register a file text of all the information. To allow the creation of a file you must go to
“Configure” and double click on “Register to Text”. You must select ~ ????? and click on Examine™ to specify where you wish to save
the file. Click "Accept™

To unauthorize the registry in a simultaneously way you must go to “Configure”and double click on Text Registry"You must select
Unauthorize. Click on Accept

o 24
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Active Sessions

¢What are the active sessions?

The active sessions are the established connections to the server through Terminal Services. This information is real time.

"Hi MMCsolidAudit - [Console Root' SolidAudit TS (192.168.1.13)\Sesiones activas]
B& File  Action Favorites  Window  Help
& = | @m 2
[:I Console Rook
E-€8 Soliddudit T3 (localhost) - Disconnected solidaudit
..... ? CDnFigUratiDn for Terminal Saraces
----- 8—| Active sessions
----- _ Connection Log
..... L= Evertk L 0 ]
D___ L;’;';naffsis Sesiones activas ( ) a %\
H"Q SI';"':';”T 15 (t_dEVEIC'DSN) | Usuario | Fecha conexidn | Fecha dezconexidn | Mambre de Equipo | Direccidn IP | Estado
8 e © Santiag 4114/2005 31342 PM  Activo PROGRAMMING 132188113 Activo
_____ &, Connection Log © Administratar 4/14/2005 32456 PM  Activo ADMINDT 192168112 Activa
_____ ] Event Log © Administratar 414/2005 32400 PM  Active SURPORT 192.168.1.5 ctive
B3-{8 Log analysis © 4/14/2005 32615 PM  Activo NOTEBOOK. 192168116 Corectado
=€, SolidAudit TS (192, 166.1.13)
----- ';3 Configuracian
----- 8—| Sesiones activas
----- _ Reqistro de conexiones
----- [&] Registro de eventas
[]--- Analisis del registro
4| | i
| |
Information shown
. Status Icon:
o This shows the status of connection with an icon in different colors for a quick visual identification of the
connections.
. User:
0 Isthe User connected to Terminal Services. If the column is white it means the user has not registered his name.
We call this a “Connected User” and an identified one is called “Active”.
. Connection Date and hour:
o0 Isthe time and date of initiated connection.
. Disconnection Date and hour:
o Ifthe connection is established but the User in disconnected this will show the time and date of disconnection.
. Computer Name:

0  Shows the name of the PC “Connecting” or “Active” to Terminal Services.
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) IP Address:
0 This is the address of the detected IP. It is important to remember that the system registers the real connection
and not the internal one to the sub net. For example: If a User connects himself from a Cyber café this will show
the general IP.

° Status:
0 Shows the status of each individual connection.

o Session Name:
0 Is the name of the session given by Terminal Services

o Session ID:
0 Isthe identification of the session given by Terminal Services.

. Client IP:
0 Thisis the internal IP of the PC that is connecting, that is, if it belongs to the sub net.

) Client Port:
0 ltisthe port that the client is using to connect to Terminal Services.

Connection icons

© User connected.
= User is connecting.

i User Disconnected.




Connection Log

¢What is the connection Log?

The connection log is where all the Registries are kept.

B& File Action Miew Favorites  Window

Help

i MMCsolidAudit - [Console Root'SolidAudit TS (192.168.1.13)Registro de conexiones]

‘?Dg BureauCorp.z

N

L1 Console Root

EIQ Solidaudit T3 (localhost) - Disconnected
----- i Configuration

----- 8—| Active sessions

solidaudit

for Terminal Sarices

..... @, Connection Log
----- Event Log
B-[F] Log analysis

Registro de conexiones

€8, solidaudit TS (developsry)

----- # configuration

----- 8-| Bckive sessions

----- @. Connection Log

----- Event Log

-5 Log analysis

E--Q Solidaudit TS (192.168.1.13)
----- {? Configuracion

----- 8—| Sesiones ackivas

----- @. Reqistro de conexiones
----- E Reqistro de eventos
[]--- Analisis del registro

| Fecha inicia | Duracidn | Usuaria | MHambre de Equipa | Direccidn P | IP Cliente | Mamnt
© 4M14/2005 3:21:40PM Ok 02m 023 FROGRAMMING 192168.1.19 1921681.19 ROP-
© 4M4/2005 32401 PM  Activo Administrabor SUPPORT 1921681.5 19216815 ROP-
© 4M14/2005 3:24:59PM  Activo Adrmiriztratar ADMINGT 192168.1.12 1921681.12 ROP-
O 4M4/2005 32616 PM Activo MOTEBOOE. 192168118 1921B8.1.16 ROP-
© 414/2005 32653 PM  Activo Santiago PROGRAMMING 192.168.1.19 192.168.1.19 ROP-
4 | |

Information shown

. Status Icon:

o This shows the state of connection of an icon of different colors for a quick visual identification of the connections.

° Connection start Date and hour:
o Date and time in which connection began.

° Duration:

0 Length of time of each session. If it is active duration will show “Active”.

. User:

0 Isthe User connected to Terminal Services. If the column does not show a User it means he is in the process of
entering or was not able to enter.

. Computer Name:

0  Shows the name of the PC “Connecting” or “Active” to Terminal Services.

S
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o IP address:
0 Isthe Address of the detected IP. It is very important to remember that the system registers the real connection
and not the internal sub net. For example: If a User is connected from a cyber café it will show the real IP.

. Client IP:
o Thisis the internal IP of the PC that is connected if it is found in the sub net.

o Session Name:
0 Is the name of the session given by Terminal Services.

. Connection end date and hour:

o s the date and hour in which the connection was ended.

° Status:
0 Shows the status of each individual connection.

Connection icons

© Successful connection or active connection.
= User is connecting.
@ Connection attempt or failed.

© Successful connection ended.
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¢What is the event Log?

‘?:/)5 BureauCorp.z

The event log is where all the registries that have taken place are stored.

B Ele

Action  Wiew

Fawvaotites

irdou

Help

'i'ﬁ MMCSolidAudit - [Console Root' SolidAudit TS (192.168.1.13)Registro de eventos]

e« = | Eijm| 2

L1 Console Rioot

Elﬂ Solidaudit TS {lacalhost) - Disconnected

----- {? Configuration
----- a—| Active sessions
----- @, Connection Log
----- E Ewent Log
[]... Log analysis

€%, Solidaudit TS (developsr)

----- ? Configuration

----- a—| Active sessions

----- @, Connection Log
- Event Log

M-[=] Log analysis

=-€% Solidaudic TS (192,168.1.13)

----- ';3 Configuracidn

----- a—| Sesiones ackivas

----- @. Registro de conexiones
- Reqistro de eventos

[]--- anslisis del registro

solidaudit

faor Termina Serices

Registro de eventos

wright 1958 - 2005 Bure
Al rights

) & &

Fecha | Hora | Id evento | Descripoion

04/14/2005 15:21:40 1000 Connection established with remate client IF: 192.168.1.19
04/14/2005 152342 1035 Connechion cloged

04/14/2005 15:24:01 1000 Connection established with remate client I 192.168.1.5
04414/2005 15:24:32 1010 Administrator logon successfully

04/14/2005 15:24:59 1000 Connection established with remate client I 192.168.1.12
04414/2005 15:25:18 1010 Administrator logon successfully

04/14/2005 152616 1000 Connechion established with remate client IP: 192.168.1.16
04/14/2005 15:26:53 1000 Connection established with remate client IF: 132.168.1.13
04/14/2005 18271 1010 Santiago logon successfully

04/14/2005 152822 1035 Connection clazed

Information shown

. Date:

o0 Date of each generated event.

. Hour:

0 Time of each generated event

. Event ID:

o Identification of each generated event.

) Description:

o0 Description in text format of each event with its information

29



Events list

(?\(;) BureauCorp .z

1000 — Connection established with a remote client

1003 - The session was terminated by the SolidAudit Server. The end date is not correct.
1004 - The session is in progress with a determined Ip.

1005 - A determined User is Active from a determined IP address

1006 — A determined User is disconnected from a determined IP

1007 - The session has been controlled by another remote user.

1010 — Successful connection

1020 - Disconnected User

1030 — UA determinad User has disconnected.

1035 —Closed Connection

1036 —A User has iniciated connection.
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Log analysis
¢What is the Log analysis?

The log Analysis is where we can find information of the different registries obtained. From here on we can regroup information
according to different criteria and at the same time specify from when and up to what date we want to obtain the analysis.

':m MMCSolidAudit - [Console Root'\SolidAudit TS (192.168.1.13) Analisis del registro’,Por tiempo de conexion]

Bﬁ] Elle Action Wew Favorites  Window  Help
e = | | 2
D Consale Rook

=-€R Solidaudit TS (lacalhost) - Disconnected solidaudit
..... ;&' Configuration for Terminal Services
----- 3-| Bckive sessions
@._ Connection Log

o Fps ] -
o Lo s Anélisis del registro
€8, solidaudit TS (developsry) :

Agrupar par IUsuano j B |

----- ? Configuration

----- a—| Active sessions

..... [&, Connection Log Fecha desde ID‘”'I 4/2005 LI Hasta ID‘”'I 4/2005 LI
----- E Event Log
[]--- Log analysis Cantidad de cor... | Aanipado por | Tiempo de cone. .. |
EI--Q Solidaudit T3 (192,168.1,13) 2 Ananima Ok 00r 00z

----- ? Configuracin 2 Administrator Ok 03m 30z

1 Santiago Oh 02m 223

----- a—| Sesiones ackivas
----- @. Registro de conexiones
Registro de eventos
Analisis del registro

For tiempo de co

Group by
. By user.
. By IP address.
. By client IP.
. By Computer Name.

Filter by

. Dates.
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Troubleshooting guide

Starting the service

On installing the system it indicates | don’t have the .net framework installed.
A) Download .net Framework . You should download it from Windows Update site: www.windowsupdate.com

When downloading the system indicates the user does not have the permits to install the system

A) Install the system from a user with permits.

Registration

On registering the system indicates it could not connect to the server.

A) Verify you have a connection with masterserver.bureaucorp.net port 24300

Administration console installation
Al realizar la instalacién el sistema me indica que no tengo instalado el .net framework.

B) Baje el .net Framework debe descargarlo desde el sitio Windows Update. www.windowsupdate.com

Administration console
When wishing to connect to the service | am required a password

This means that a user has entered a password of connection. Request the password to the administrator.
The server | want to connect to appears as disconnected
A) Verify if the PC to be connected has the Service installed and initiated.

B) Verify if the license of service is active.

C) \Verify if port 8080 is not blocked.
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The connection with SolidAudit is lost

A) Verify that the service is initiated.
B) Verify that the net has been correctly configured.

C) Verify that port 8080 is not blocked.

Service

The service didn’t start.

A) Verifique que en el servidor se encuentre iniciado el servicio del Terminal Services.
B) Verify that the server has initiated the service with Terminal Services.
C) \Verify that the license is active

D) Verify event log for more information
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Support

For support about the application:

Phone: (54 11) 5199-1223
Support: support@bureaucorp.net

Keep in mind to have the company data to make the client identification easier at the help desk

The data to be requested is:

. Client Number ( It will be delivered by mail)
. Name of the company

. Responsable person

) Email

34
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About BureauCorp.net

¢What is BureauCorp?
BureauCorp is a Company with headquarters in Argentina whose objective is to offer integrated IT solutions.

Services

Software development
Specialized Techinical Assitance.
Mantenimiento de Servidores.
Helpdesk
Remote Solutions

Information security
Vulnerability Tests
Security actualizations
Data encryption.
Backup Onsite / Offside.
Security Analysis in Applications

Developments the company provides

Website Designs

Tailored Software
Productos propios

SolidCubes (CRM - ERP Software) — www.solidcubes.com
WallFire Box (Integral security solution) — www.wallfirebox.com.ar

SolidAudit TS (Software for auditing the connections to Terminal services or desktop remote connection) — www.solidaudit.com

Contact

Address: Av. Cordoba 795 ler. Piso Of.2
Phone: (54 11) 5199-1223

Zip Code: C1054AAG

Location: Ciudad de Buenos Aires — Argentina.
General mail: info@bureaucorp.net

Sales: sales@bureaucorp.net

Support: support@bureaucorp.net
Web site: www.bureaucorp.net
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